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Today’s objectives 

Review Zero Knowledge Proofs


Construct ZK for circuit satisfiability problem


• From Garbled Circuits


• Via “MPC in the Head”



What is a zero-knowledge proof?

V P

Completeness: If  and if P and V are honest, then V accepts 
the proof (except with negligible probability)

x ∈ ℒ

“P can prove true things”
Soundness: If , even malicious P cannot cause honest V to 

accept the proof
x ∉ ℒ

“P cannot prove false things”

Zero Knowledge: “V learns nothing except that the thing is true”
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Graph 3-Coloring

ZK Proof system for 3-colorability

Statement: a graph 
“this graph is 3-

colorable”

Witness: a coloring

Basic cryptographic 
tool: Commitments
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Setting General-Purpose Tools

Primitives
Oblivious Transfer
Pseudorandom functions/encryption
Commitments

GMW Protocol
Multi-party
Multi-round

Semi-honest Security

Malicious Security

Zero Knowledge

GMW 
Compiler

Garbled Circuit
Constant Round
Two Party
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Zero Knowledge Proofs 
of Circuit Satisfiability



Refresher: Garbled Circuits
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Garbler Evaluator

The output is 1
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Zero Knowledge proof of circuit satisfiability

Proof system allows proofs of the form “this circuit is satisfiable”

There exists an input 
s.t. the circuit outputs 1

Statement:  

Witness:
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Zero Knowledge proof of circuit satisfiability
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C

x C(x) = 1
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Zero Knowledge proof of circuit satisfiability

Proof system allows proofs of the form “this circuit is satisfiable”

There exists an input 
s.t. the circuit outputs 1

Statement: Boolean circuit   

Witness:  A string  s.t. 

C

x C(x) = 1

It is relatively easy to compile arbitrary provable (NP) statements to circuits
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Zero Knowledge from Garbled Circuits

Garbler
ProverVerifier

Evaluator
x
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Zero Knowledge from Garbled Circuits

Garbler
ProverVerifier

Evaluator

C
x

Intuition: Garbled Circuit provides natural 
protection against cheating evaluator

Just force evaluator to evaluate a garbling of ; the 
fact that she can come up with an output key that 

encodes  is convincing evidence she has a witness

C

1
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Zero Knowledge from Garbled Circuits

Garbler
ProverVerifier

Evaluator

C C

x
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Zero Knowledge from Garbled Circuits

Garbler
ProverVerifier

Evaluator

Ĉ C

x
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Zero Knowledge from Garbled Circuits

Garbler
ProverVerifier

Evaluator

Ĉ C

OT x
Input keys x

Input keys for 
witnessĈ

Com( , r)
All input keys

, r



Zero Knowledge from Garbled Circuits

Completeness? (Honest prover can prove true things)



Zero Knowledge from Garbled Circuits

Completeness? (Honest prover can prove true things)
From correctness of GC



Zero Knowledge from Garbled Circuits

Completeness? (Honest prover can prove true things)
From correctness of GC

Soundness? (Malicious prover cannot prove false things)

From authenticity of GC



Zero Knowledge from Garbled Circuits

Completeness? (Honest prover can prove true things)
From correctness of GC

Soundness? (Malicious prover cannot prove false things)

From authenticity of GC

Zero Knowledge? (Malicious verifier learns nothing)



Zero Knowledge from Garbled Circuits

Completeness? (Honest prover can prove true things)
From correctness of GC

Soundness? (Malicious prover cannot prove false things)

From authenticity of GC

Zero Knowledge? (Malicious verifier learns nothing)
Verifier is forced to produce a valid GC, and sees only the 
encoding of a one output key

Simulator can get all input keys from verifier, then send the one 
key to the verifier
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MPC in the Head Paradigm
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MPC in the Head Paradigm

Non-interactive Zero Knowledge

“Meta”-quality of some kinds 
of cryptography

Can give succinct proofs

Plausibly post-quantum secure



Statements: Boolean circuit satisfiability

Witness: circuit input causing circuit to output 1

P V

ZK from MPC in the Head
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P V
x

C

Statements: Boolean circuit satisfiability

Witness: circuit input causing circuit to output 1

ZK from MPC in the Head
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P V

C

x

ZK from MPC in the Head
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P V

C

xx0 ⊕ x1 ⊕ x2 = x
secret shares

ZK from MPC in the Head
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P V
x

C

x0

x1

x2

ZK from MPC in the Head
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Parties compute  
using the GMW protocol

C(x0 ⊕ x1 ⊕ x2)



Protocol transcript from the 
perspective of virtual party Pi

P V

ZK from MPC in the Head
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P V

ZK from MPC in the Head
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com( ,r0)t0

com( ,r1)t1
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“Open parties 0 and 2”

t0 t2r0 r2



P V

ZK from MPC in the Head
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com( ,r0)t0

com( ,r1)t1

com( ,r2)t2

t0 t2r0 r2

“Open parties 0 and 2”

Completeness?
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com( ,r0)t0

com( ,r1)t1

com( ,r2)t2

t0 t2r0 r2

“Open parties 0 and 2”

Completeness?

Correctness of GMW



P V
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com( ,r0)t0
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t0 t2r0 r2

“Open parties 0 and 2”

Zero Knowledge?
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com( ,r0)t0

com( ,r1)t1

com( ,r2)t2

t0 t2r0 r2

“Open parties 0 and 2”

Zero Knowledge?

Security of GMW



P V
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Soundness?
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com( ,r0)t0

com( ,r1)t1

com( ,r2)t2

t0 t2r0 r2

“Open parties 0 and 2”

Soundness?

To cheat, P must corrupt 
at least one edge (i.e., 
one party receives a 

message that was not 
sent by the other)

By opening an edge, V 
has probability at least 
1/3 to catch cheating P

Repeat to obtain desired 
soundness
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P

ZK from MPC in the Head

Oblivious Transfer

Do virtual parties need to run an actual OT 
protocol using public key cryptography?

No! P can act as a trusted third party; V 
just needs to check that the inputs/

outputs of OT are consistent



P V

ZK from MPC in the Head
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com( ,r0)t0

com( ,r1)t1

com( ,r2)t2

t0 t2r0 r2

“Open parties 0 and 2”

Note, V's random choice is 
made after P commits

This is a public 
coin protocol

GC-based protocol 
is private coin



P V

Fiat Shamir Heuristic
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commitment

Public coin ZK can be 
made non-interactive

Simple idea: P can choose 
the challenge itself

challenge = H(commitment)

response

Cryptographic hash function 
(e.g. SHA 256)


Formally, a random oracle



P

Fiat Shamir Heuristic
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commitment

Public coin ZK can be 
made non-interactive
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V
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Fiat Shamir Heuristic
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commitment

Public coin ZK can be 
made non-interactive

Simple idea: P can choose 
the challenge itself

response

V

V2



ZK from MPC in the Head
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P runs an MPC protocol in its head to 
calculate transcripts

V challenges a subset of the transcripts

P opens, and therefore is caught with some 
probability if cheating

P can commit to multiple repetitions of the 
protocol to amplify soundness

P can calculate its own challenges using a 
hash function (Fiat Shamir)
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